SN-TM-004 - Burn Technical Manual

SECURITYNUT

Burn

Technical Manual

SecurityNut.co.uk - v1.0

One-time read notes, encrypted in the browser and deleted from the server the moment they are

opened.

Document reference

Version

Status

Issue date

Author

Subject

Software version documented

Classification

SN-TM-004

1.0

Public

11 September 2026
MP

Burn application
v1.0.6

Public technical documentation

Page 1



SN-TM-004 - Burn Technical Manual SecurityNut.co.uk - v1.0

Contents
Lo SUMMANY ., 3
T ole Yo =T T4 Lo IR =Y s 111 Vo] [ -4 VAPt 3
BLUSEE FIOW ..ot e s e e e e st e s e n et e s n e e e e e rree e s anreeeeaans 4
O O =T ) o [ = T o = TR 4
3.2 REAMING @ NOTE ...eeiiiiieiieeeett ettt e ettt e e e e bbb et e e e e e s nr bt e e e e e s e eaannbeaeeeeeee s nnbbaeeeesesaannnnnneees 5
BB TWO LIMIES ettt e e e e e e et e e e e s b et e e e e e e e nr b ea e e e e e e e e nnrrreeeeeeesannrrneees 5
3L PrIVACY PAEE ceeeeeeeieeeeeieeeeieeiieeeeeeeeeeeeeeeaeeeeaaeaaaaeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaes 6
4. CryptographiC A@SISN ........uuuiiiiiiiiii e aan 6
4.1 What the server can and CanNOt A0 . ....eiiiiiiiiiiiiiee e e 6
4.2 What Burn does Not protect agaiNSt.........uueeiiiiiiiiiiiiieeee et e e e e e e s e s e e e e s e e s snnes 7
5. SEIVEN BERAVIOUN ... ...t e e e e e e e e s b b e et e e e s e s s nrrrbeeeesessnnnrnneeas 7
5.1 ROUTES «eetiieieee et ettt e e e e ettt e e e e e et ettt e e e e e e ettt aaa e aeeeeeeesansa e eeaaessnnssnsseeasnssnnssnsseeeernsnnnsnneeeeenssnnnneneeenes 7
Y0 I 1Y | o) o [ Tol 4T o F PP SPPSP PRI 8
Il o U Tl o] ¢\ =T o] 4 o] o NSRS 8
6. DAta MOTEN .....ooiiiiiieee ettt et e e e e e e et e e e e e e e e e b b e e et e e e e e e s bbb et e e e e e e e nrrraeeeeeeeeannnrraeeas 8
7.INterface @Nd AESIZN .......ccoiiiiiiiiiiiiii et e e e e st e e e e e s bbb e e e e e e e s e rrteee e e e e s nnrreeeas 9
8. SErVICE INTEGIAtION ......eeeiieiie s 9
9. ChanGe NISTOIY .......eeeiiiiiii e nnnnanannannnnnnnnnnnnnnnnnnnnnn 10
10. SCrEENSIOL ...t e e e et e s e e e n e e s r et e e e R re e e s nee e e e reeeesanreeeeaane 10

Page 2



SN-TM-004 - Burn Technical Manual SecurityNut.co.uk - v1.0

1. Summary

Burn is a one-time read note service. A sender types a note, the browser encrypts it, and the sender
receives a link. The reader opens the link, presses Decrypt, and the note is shown for twenty seconds before
it is cleared and can never be shown again. The server stores only ciphertext, the decryption key travels in
the URL fragment which browsers never transmit, and the stored row is deleted atomically at the moment
of the first read.

Burn is the fifth public tool in the SecurityNut suite alongside the credential generator, Crypto, Notes and
IP. It was deliberately built as its own site rather than folded into Crypto so that Crypto's promise of never
touching the network remains intact. Burn is the one SecurityNut tool that must talk to a server, and this
manual is careful about exactly what that server sees.

Two limits govern every note. The unread lifetime is one hour by default and can be extended to one day
or one week, after which an hourly sweep removes it. The read lifetime is twenty seconds of screen time.
Whichever is reached first wins, and the database never holds a note that has already been opened.

Design position. The twenty second rule is theatre about screen time, not a security control. A reader can
screenshot the note, and that is accepted. What Burn guarantees is narrower and stronger: the operator
cannot read the note, the database cannot leak it in the clear, and once one person has read it nobody else
can.

Burn trust boundary

What remains in the browser, and what the application service is allowed to receive

BROWSER

N ~
SENDER / READER SERVICE BOUNDARY
Plaintext and the decryption key never leave this boundary Ciphertext only — no plaintext and no decryption key
Plaintext note Burn application
Typed by the sender /’ Validates the request and returns an identifier
A
| CIPHERTEXT + IV + TTL I
ENCRYPTS STORES
Y / v
Web Crypto - AES-GCM 256 Managed data store

Fresh random key + fresh random IV
Encryption takes place entirely in the browser

id
No user record, read log or plaintext field

ciphertext + expires_at

KEY ADDED LOCALLY REMOVES EXPIRED
v v
Share link Scheduled expiry job
nttps://burn.securitynut.co.uk/n/<id>#<key> DELETE | expires_at < now
- J/ AN J/

@ The URL fragment (#<key=>) is never sent in an HTTP request ® The service cannat decrypt what it stores.

Figure 1. Trust boundary. Plaintext and key stay in the browser; the application service holds ciphertext only.

2. Scope and terminology

This manual describes the Burn service as deployed on 10 September 2026. It covers the user flow,
cryptographic design, server behaviour, data model, operational controls and open items. It does not
restate the general SecurityNut estate conventions, which are maintained separately.

In keeping with the other SecurityNut manuals, hosting infrastructure is described generically. The platform
that runs Burn is referred to as the Service Provider. Its components are named by function: the application
service, the managed data store, the scheduled expiry job, the administration console and the invisible

Page 3



SN-TM-004 - Burn Technical Manual SecurityNut.co.uk - v1.0

human verification challenge used when a note is created. Browser standards keep their names: Web
Crypto, AES-GCM and the URL fragment.

Note A single message created by a sender for one reader

Ciphertext The encrypted note as stored, unreadable without the key

Key A random 256-bit AES-GCM key generated in the sender's browser and carried in
the link fragment

\Y, The 96-bit initialisation vector generated per note and stored alongside the
ciphertext

Fragment The part of a URL after #, which browsers never send to any server

TTL Time to live, the unread lifetime chosen by the sender

Sweep The hourly scheduled job that deletes expired unread notes

Read The single Decrypt action that deletes the row and reveals the note

3. User flow

3.1 Creating a note

The sender opens burn.securitynut.co.uk and types a note into the central panel. On wide screens (1100
px and above) the four numbered how-it-works steps float as panels either side of the note, steps one and
two stacked to the left and three and four to the right, so the page reads as a guided instrument rather
than a form. On narrower screens the steps stack above the note.

The sender chooses an unread lifetime of one hour (the default), one day or one week, and presses Copy
link. The invisible verification challenge runs silently. The browser generates a fresh key and IV, encrypts
the note, sends the ciphertext, IV and TTL to the application service, and receives a note identifier back.
The link is assembled in the browser with the key appended as the fragment, and a WarGames-style resolve
sweep runs across the note text so the encryption is visible as an event rather than a blink.

The sweep now starts before the clipboard write. An earlier build wrote to the clipboard first, and the
browser's clipboard permission prompt blocked the sweep on first use, which read as a failure. The order
was reversed in v1.0.2.

Creating a Burn note

Six steps from plaintext to a one-time link — only ciphertext crosses the application boundary

IN THE SENDER'S BROWSER APPLICATION CONTACT BACK IN THE BROWSER
Type note Qeriﬁcation ELm:rypt in gd encrypted gre encrypted Agemble and copy link
runs invisibly the browser payload note with TTL Run resolve sweep
Plaintext remains
on the device Checks note creation Fresh key and IV Ciphertext + IV + TTL Identifier returned Key added as URL fragment

® Steps 1-3 and 6 take place entirely in the browser. @ Steps 4 and 5 are the only application contact

The decryption key remains in the URL fragment and is never sent to the application service

Figure 2. Note creation. Only steps four and five involve the server.
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The copied text is not just the link. It carries a short self-destruct line stating that the note will be shown
for twenty seconds and that the link expires after the chosen lifetime, so a recipient pasted the link in a
chat understands the rules before they click.

3.2 Reading a note

The reader opens the link. The page shows that a note is waiting, shows the ciphertext rather than the
plaintext, and offers a single Decrypt button. Nothing has been fetched yet beyond the page itself, and
nothing is fetched until the reader acts. Link preview bots that fetch a URL to render a card therefore see
a page with a button, not the note, and they cannot consume the one read because they never press it.

When Decrypt is pressed the browser asks the application service for the note. The application deletes the
row and returns its contents in a single atomic statement. The browser then decrypts locally using the key
from the fragment and shows the plaintext with a countdown reading Gone in 20s, 19s and so on to zero,
at which point the text is cleared from the page. A Copy button is available during the twenty seconds. The
note cannot be reloaded: the row no longer exists, so a refresh shows the not-found state.

Reading a Burn note

The stored row is deleted atomically before plaintext is shown in the browser

READER'S BROWSER APPLICATION - ATOMIC READ + DELETE PLAINTEXT SHOWN LOCALLY

Open link press Decrypt tomic read Stored row ecrypt with ow for 20 seconds
and delete is gone fragment key then clear
The note is waiting; The one-time read
nothing consumed yet request begins DELETE .. RETURNING Before display begins Locally in the browser Reload cannot recover it

Reader screen time The stored row is already gone before the first second begins

0's - plaintext shown locally 20 s - plaintext cleared and never shown again

® The first successful read consumes the note. ® Decryption and display happen only in the reader's browser.

Figure 3. The read. The database row is gone before the first second of screen time begins.

3.3 Two limits

Two lifetimes, two different jobs

The unread lifetime limits stored ciphertext; the read lifetime limits local screen time

4 N ' ™\
BEFORE OPENING AFTER OPENING
Unread lifetime Read lifetime
How long encrypted data may wait for its first reader How long plaintext remains visible in the reader's browser
1 HOUR OPTIONAL EXTENSIONS 20 SECONDS
20s 0's - cleared
@ If it is not opened in time, the encrypted note is deleted. @ The stored row is already gone before second one begins.
- _/ . _/

The result is the same: the note is gone.
Stored ciphertext ends at first read or expiry. Local plaintext ends when the 20-second display reaches zero.

Figure 4. Unread lifetime versus read lifetime.
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Choosing an unread lifetime

SecurityNut.co.uk - v1.0

Shorter is safer — choose only the time the intended reader genuinely needs
'8 N\ c N
1 HOUR 24 HOURS 168HOURS

Best for most notes One day

The sm ure window and the

right choice

® 1x exposure window

. J/

Useful when the reader may not see the link

until later the same day.

® 24x longer than default

One week

For delayed access only. This is the longest

an unopened note may remain available

® 168x longer than default

- 4

When the selected lifetime ends, the note can no longer be read.
Scheduled housekeeping removes expired encrypted rows; the decryption key is

never stored with them

Figure 5. The three unread lifetime options. One hour is the default for security; one week is the ceiling.

3.4 Privacy page

The privacy page at /privacy is a live page in its own right and states the twenty second rule plainly,

describes what is and is not stored, and explains that an automated verification service is used when a note

is created. It is deliberately narrow in width so it reads as a document rather than a dashboard

4. Cryptographic design

Burn uses the browser's Web Crypto APl and nothing else. There is no cryptographic code in the server-

side application, which is the point: an implementation that cannot decrypt cannot be compelled or

compromised into decrypting.

e S

Cipher AES-GCM, 256-bit key

Key generation crypto.getRandomValues, 32

bytes, per note
\Y, 12 random bytes, per note
Key transport URL fragment after #
Encoding Base64url for id and key
Size limit

64 KB of ciphertext

4.1 What the server can and cannot do

Authenticated encryption; tampering with the
ciphertext fails decryption rather than producing
garbage

Fresh key per note; no key reuse, no key derivation,
no passphrase to guess

GCM standard length; stored with the ciphertext, safe
to store because it is useless without the key

Browsers do not send the fragment in requests,
request logs or referrers

Copy-safe and link-safe; no symbol characters to break
in messengers

Enough for any note; blocks abuse as a file drop

The application receives ciphertext, an IV and a TTL. It can count notes, time them and delete them. It

cannot read them. If the managed data store were copied in full, the copy would contain ciphertext with

no keys anywhere on the server side. Request logs may contain the note path but never the fragment. The

one place the plaintext exists outside the two browsers is nowhere.

4.2 What Burn does not protect against
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e Areader who screenshots or copies the note within the twenty seconds. Accepted; the Copy

button exists for exactly this.

¢ A sender who pastes the full link somewhere an attacker can read it before the intended reader
does. The first person to press Decrypt consumes the note; the intended reader then sees not

found, which is itself a useful signal.

SecurityNut.co.uk - v1.0

¢ Malware in either browser. Out of scope for any browser-based tool.

¢ A note that is never opened. It is deleted by the sweep at the end of its unread lifetime, which is

why the default is one hour.

Threat coverage at a glance

Strong where Burn can enforce a control; limited once the complete link or plaintext reaches an endpoint

-

N ( N
Stored data PTRONG COVERAGH One-time behaviour ETRONG COVERAGH
THREATS PROTECTION THREATS PROTECTION
® Operator accesses stored ciphertext ® AES-GCM 256 in the browser ® Link forwarded after it has been read ® Atomic read-and-delete
® Database or backup copy is exposed @ Key never stored by the service @ Link-preview bot fetches the page ® No fetch until Decrypt is pressed
A stored-data leak contains ciphertext, not readable notes. Only the first successful read receives the encrypted note.
J . J

Abuse and retention

THREATS PROTECTION

@ Bulk automated note creation @ Invisible human verification

® Unread note retained indefinitely @ Size limit, TTL and expiry cleanup

Controls reduce abuse and prevent permanent unread storage.

AYERED CONTRO!

Recipient and device limits

LIMITS REALITY

@ Full link obtained before first read

® Screenshot, copy or endpaint malware

Burn cannot control plaintext after it reaches the reader.

J -

~
NOT PREVENTED

@ First holder of the link can read

® 20 s reduces exposure only

vy

® Strong: directly enforced by the design

® Layered: reduces likelihood or impact ® Not prevented: depends on the recipient or device

Figure 6. Threat coverage. Client-side encryption and the fragment carry most of the weight; the atomic delete handles the
after-read cases.

5. Server behaviour

5.1 Routes

the footer

Serves the privacy page

Verifies the challenge token, validates size and TTL, generates an

id, inserts the row, returns the id

Serves the read page. Does not touch the database

once, or not found

/ GET
/privacy GET
/api/create POST
/n/<id> GET
/api/read/<id> On demand
expiry maintenance Scheduled

Hourly: DELETE FROM notes WHERE expires_at < now

Serves the create page with the four-step strip, the note panel and

Single statement DELETE ... RETURNING; returns ciphertext and IV

The routes below describe the public interface and its intended behaviour. Internal hosting and

deployment details are deliberately omitted.

5.2 The atomic read
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The read is one statement, not a SELECT followed by a DELETE. Two readers pressing Decrypt at the same
instant cannot both receive the note, because the database returns the row to whichever DELETE wins and
returns nothing to the other. There is no window in which the note has been read but still exists.

DELETE FROM notes WHERE id = ?1 AND expires_at > ?2 RETURNING ciphertext, iv
The expiry condition is included in the delete so a note that has passed its lifetime but not yet been swept
behaves as already gone. The sweep is a tidy-up, not the enforcement mechanism.

The stored-note lifecycle

Only ciphertext and its IV are stored the row ends at the first successful read or when its unread lifetime expires
(i N
FIRST READ
Atomic delete + return
1 CREATED 2 - STORED
The winning request receives ciphertext
£ g and IV once. The row is already gone
Encrypted in browser Waiting unread & Y,
The application receives Managed data store holds only
al N\
ciphertext - iv - TTL id - ciphertext - iv - expires_at
TTL EXPIRES
The key is not sent Available until the first ending event
Unavailable + cleanup
Reads are refused immediately. Scheduled
housekeeping removes the expired row.
& 4

There is no post-read storage window.

A successful read deletes the row before the browser begins its 20-second plaintext display.
Figure 7. The server holds ciphertext from creation until the first read or the end of the unread lifetime, whichever is sooner,
and nothing afterwards.
5.3 Abuse prevention

Note creation is protected by an invisible human verification challenge. The challenge runs in the sender's
browser without a visible widget, and the resulting token is verified by the application before any note is
stored. The privacy page explains this processing. Reads are not challenged: the reader has already been
given a link, and the atomic delete means a guessed identifier gains nothing without the key.

Upstream web application firewall rules and shared rate limits apply before requests reach the
application, in line with the other SecurityNut tools.

6. Data model

id Opaque identifier Random URL-safe identifier, the only thing in the path

ciphertext Encoded encrypted data Base64url AES-GCM output, capped at 64 KB

iv Encoded 12-byte value Base64url 12-byte IV

created_at Creation timestamp Unix time of creation, for the sweep and for operational
stats

expires_at Expiry timestamp created_at plus the chosen TTL

The managed data store contains only the fields required to identify, return and expire an encrypted note.
There is no user table, no read log and no plaintext field of any kind. Hosting-specific connection names
and deployment details are intentionally excluded from this public manual.

Page 8



SN-TM-004 - Burn Technical Manual SecurityNut.co.uk - v1.0

7. Interface and design

Burn wears the SecurityNut vault instrument panel: graphite background, brass accents, Chakra Petch for
headings, IBM Plex Sans for body and JetBrains Mono with tabular numerals for the countdown. Fonts are
served by Bunny Fonts. The brass shield favicon and the shared SecurityNut navigation carry Burn as the
fifth entry, and Burn appears in the nav of the root, Crypto, Notes and IP.

¢ Wide screens: five floating panels with no outer card, steps one and two left, note centre, steps
three and four right, boxes stretched to the note's height with large brass numerals and a mono
footnote pinned to the bottom of each step.

e Countdown label reads Gone in 20s with a lowercase s, by decision.

e Footer line: Encrypted in your browser, deleted from our server the moment it is opened. Read
once, then gone.

¢ html{scrollbar-gutter:stable} was removed in v1.0.3 because it shifted Burn left of the other four
SecurityNut sites; Burn is a single page and does not need it.

8. Service integration

Burn is monitored by Pulse, the estate status board, which probes the site every five minutes and expects
a successful response carrying the page title as a marker. The title check helps distinguish a healthy page
from an incomplete application response. Anonymous visit counts are recorded through the suite's shared
analytics service. Burn also appears on the public Digital Projects showcase at martinpaul.co.uk

Monitoring and anonymous analytics

Two independent services provide availability and traffic visibility without entering the note path

' ™
PUBLIC SERVICE
AVAILABILITY CHECK ANONYMOUS USAGE
Burn USAGE EVEYT -
Pulse Analytics
Five-minute public-page health check. burn.securitynut.co.uk Records an anonymous visit
Alerts if the response or title marker event when the public site is used.
is missing 200 + TITLE Health marker: HTTP 200 + page title R T (Al
. S
Operational telemetry only
@ Pulse checks availability @ Analytics counts visits
Pulse and Analytics receive no plaintext, decryption key or encrypted note content.

Figure 8. Burn's place in the shared monitoring and analytics services.

9. Change history

e N

1.0.0 10 Sept 2026 First deployment. Create and read flows, atomic delete, hourly sweep,
visible verification widget, privacy page, four-step strip

1.0.1 10 Sept 2026 Verification switched to invisible mode; privacy page updated to explain
automated verification

1.0.2 10 Sept 2026 Resolve sweep starts before the clipboard write; countdown label
lowercase s; footer matched to the root site
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i ome o

1.0.3 10 Sept 2026
1.04 10 Sept 2026
1.0.5 10 Sept 2026
1.0.6 10 Sept 2026

10. Screenshot

scrollbar-gutter:stable removed to align Burn with the other SecurityNut
pages

Wide-screen layout introduced; privacy page narrowed; Contact section
removed; verification disclosure confirmed

Steps one and two left, three and four right, stretched to note height, brass
numerals, Chakra Petch titles

Panels float without an outer card; hairline under each step title; mono
footnotes pinned to panel foot; fuller step three wording

Pictured below, the landing page of burn.securitynut.co.uk

1 WRITE A SECURE ONE-TIME NOTE

WRITE YOUR NOTE

2

YOUR BROWSER ENCRYPTS IT

3

SEND THE LINK

COPY LINK
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